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A suggested order for the first days with CERTYX after your organization receives access:
secure your account, add the team, decide who is warned, check the policy, bring in
certificates, connect agents, act on alerts, plan renewals, send events to your SIEM and
authorize phones.

Screenshots and video use sample data.

1 Secure your account

Turn on MFA and keep the recovery codes

WHY
Your account controls your organization's certificates and approvals. A second factor stops anyone who
learns your password.

HOW

1. Open Access & security. If you sign in with company sign-in (SSO), your identity provider manages MFA
and this step counts as done.

2. Select Enable MFA and add the secret to your authenticator app.
3. Enter the six-digit code from the app and select Confirm MFA.
4. Copy or download the ten recovery codes, keep them offline and select | have saved the codes.

5. Sign in again with your password and MFA code.

Save your recovery codes

These codes are shown only now. Store them offline, for example in a
password manager or printed in a safe place. Each code signs you in once
if you lose your authenticator.

Copy codes Download codes | have saved the codes
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2 Addyour team

Users with the right roles

WHY

Each person works with their own account, so every change and approval is attributed to someone.

HOW
1. In Access & security, go to Users & roles.

2. Open Create user and enter the colleague’s e-mail address, an initial password of at least 16 characters
and a role: Auditor reads, Operator manages inventory and plans, Admin approves.

3. Select Create user and hand over the initial password personally.

4. Optional: in Company sign-in (SSO) connect Microsoft Entra ID, Okta, another OpenlD Connect provider
or SAML 2.0 so colleagues sign in with their company account.

Administrators do this step. If you are not an administrator, ask yours.

AM slxlex_.pnrgan .

Admis

CERTYX Q Gotoaview / EN ~ [ (D Helpforthis view

Users & roles Users: 2

automation - Delivery).

certificates

one-time link to jamie.c
d. Itis valid until 02/11/

https: //certyx.example.com/mfa-setup#ea?bbd48d3294bedb233cd5c74a6795a . zN0Qe027Yez1ZpWHsxtsIgolsQD-WOnLgPweBw-cdSvk  Copy

& Cloud integ
Email address Username Role Multi-factor authentication Actions

«§ Trustgraph

alex.morgan@example.c

alex.morgan Admin on Change e-mall address
om
@ TLS policy
Change e-mall address
otification groups Jamie.chen@example.co Jamie.chen@example.c Operat
m om or

Send setup e-mall

SIEM export

) Access & security

¥ Create user

@ Audit trail

Emall address Initial password
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35 Decide who gets warned

Notification groups for expiry e-mails

WHY

Expiry warnings reach the people who can act, in their language, instead of one shared inbox.

HOW
1. Open Notification groups. The New recipient group form is at the top; New group clears it.

2. Enter a Group name, for example Operations on-call, and up to 50 e-mail addresses in Group members,
one per line.

3. Choose the Email language and select Save group.

4. Assign the group to certificates under Responsibility groups in their details. E-mails leave CERTYX once
an administrator saves and enables an SMTP relay under Delivery.

Administrators do this step. If you are not an administrator, ask yours.

AM slxle)‘c_.fnnrgan .

Q Gotoaview / EN~ QO (D Helpforthis view i

Execution queue

» Autonomous remediation New group

rnal PK
nal PKI < Group Operations on-call saved. - 177:1
SH automation
ertificates

Recipient groups -1

Operations on-call

Members: 2 - Email lang

or ple.com - security@ le.com

Cloud integrations Edit group Archive group

< Trustgraph

CERTYX: g
ms, Slack or Pager|

Notification groups
SMTP relay New outbox channel

No relay is set up. Group email waits in the outbox until an administrator saves and enables a relay.
Nothing queued yet Channel name Identifier

[C] Send group email through this relay

Relay host Port

nentation
smtp.example.com 587
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4 Checkthe TLS policy

Renewal window and security rules

WHY
The policy decides when a certificate needs attention and which keys and signatures are acceptable.

HOW
1. Open TLS policy.
2. Check the renewal window and the critical threshold in days.

3. Choose the minimum RSA key size. Fixed rules always apply as well: ECDSA keys of at least P-256, no
SHA-1 or MD5 signatures, and validity checks.

4. Select Save new version; every certificate is assessed against it, and approvals of existing renewal
plans become invalid.

Administrators do this step. If you are not an administrator, ask yours.

AM slxlex_.pnrgan .

Admis

CERTYX Q Gotoaview / EN ~ [ (D Helpforthis view

CERTIFICATE LIFECYCLE MANAGEMENT

=. Execution queue TLS pO"Cy

Set baseline cryptographic requirements, renewal deadlines and whether certificates renew automatically.

> Autonomous remediation

I Policy saved as version 2.

TLS policy Version 2
Name Minimum RSA key size
Baseline TLS 2048 -
1100 characters, e.g. Default TLS policy
Renewal window - days Critical threshold - days

45 7

Whole number of days from 1to 180 before expiry, e.g. 30 Whole number

olicy changes invalidate existing plan approvals. Inventory assessments are recalculated automatically.

Save new version

+ Policy saved as version 2. - 17:11

nentation

I Oraanizatian eatting
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5 Bringinyour certificates

Import a certificate or add a domain

WHY

EN - Revision 8550060f

You can only manage what you can see. Start with the services that matter most.

HOW

1. Open Import, paste a public certificate in PEM format or load a certificate file, and enter its owner and

service.
2. Select Import & assess: the certificate is stored and checked against the policy.

3. To read a certificate from a live server, select Add domain in Certificates; it opens TLS discovery.

4. For whole networks, enroll an agent (next step) or connect cloud integrations.

Operators and administrators do this step. Your role can read the result; ask an operator or

administrator to change data.

\r TLS health

Q. Alerts

E:_EETYX__ ) Q Gotoaview.

CERTIFICATE LIFECYCLE MANAGEMENT

Certificate import

[ shop.example.com Imported and assessed

Import a certificate
Public certificate only

Owner Service

PEM certificate
-----BEGIN CERTIFICATE-----

» Execution queue

# Autonomous remediation
® Internal PKI

automation

Or load a certificate file

Choose file No file chosen

™ Cloud integ

[CJ Production environment

Autonomous Certificate Lifecycle Management

—-BEGIN CERTIFICATE--== t ===~

nly its text

s placed in the field above

Register an existing certificate — public or from your private CA — without uploading a private key.

Certificate scope

Unknown classification

@ Help for this view aw) alexmorgan

Import result
# Needs attention

Certificate ] service  shop.example.com - Online
shop

E-commerce team
19/11/2026, 17:10:16 - 17 days
RSA 2048

Risk 35/100

Policy findings: 4

Open certificate inventory

You can import another certificate right away

Files containing a
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6 Connect an agent

Scan your networks and deploy renewals

WHY
An agent inside your network finds certificates on every approved host and port, and later installs renewed
ones.

HOW
1. Open Agents and destinations.
2. Enter an agent ID and select Create enroliment code.
3. Install the agent on a Linux or Windows server with the commands shown after the code is created; the
Agent installation guide has the details.

4. Under Automatic network discovery, load the agent's network profile, set Authorized CIDRs and select
Save network profile; Agent health shows whether the agent reports in.

Administrators do this step. If you are not an administrator, ask yours.

AM §Ic_ex.murgan "
Admin

CERTYX £ Gotsaview ; Ny 0 ® Helpfortnis view

Create enroliment code

Enroliment code for agent edge-gw-01 created. It is valid until 17:22 and only once: complete the steps below before then.

Address for agents (control-plane origin) https://certyx.example.com = Copy

Organization ID 1de88c91-be31-4318-8755-2de3791e2071  Copy

chann
refuse and nothing is insta

Install on Linux (systemd, x64)

Alerts

Download the enroliment token file now. It is valid only once and for the period the platform
operator configures (ten minutes by default, Cim:Agents:Enroliment:TicketLifetime; the deadline
is shown above); treat it like a password.

Download enroliment token file

Copy cim-enroliment.token from this computer into an empty working directory on the Linux

", Import

2
server, for example with scp or WinSCP, and keep the file name. Run the next commands there
as an administrator: the package archive is served only with a valid enrcliment code, so the
download sends the code from this file.

3 In that directory, download the package with the enroliment code, check its checksum

(sha256sum must print OK), verify its publisher signature (verify-agent-package.sh must print
VERIFIED) and extract it:

Copy

printf 'X-CLM-Enrollment-Token: %s\nX-CLM-Tenant: %s\n' "$(cat clm-enrollment.token)" '1d088c91-b831-4318-
8755-2de3791e2071' | curl -fsSLO -H @- https://certyx.example.com/downloads/clm-agent-linux-x64.tar.gz
curl -fssLO https://certyx.example.com/downloads/clm-agent-linux-x64.tar.gz.sha256

sha256sum -c¢ clm-agent-linux-x64.tar.gz.sha256

# This server publishes an unsigned development package (no .sha256.p7s): only the checksum is verified.
Do not use it in production.

curl -fssLO https://certyx.example.com/downloads/verify-agent-package.sh

bash verify-agent-package.sh --allow-unsigned-development clm-agent-linux-x64.tar.gz

tar -xzf clm-acent-linux-x64.tar.az
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7 Acton what needs attention

Overview, alerts and owners

WHY
Certificates with an owner get handled; the overview tells you where to start.

HOW
1. Open Overview: expiring certificates, open alerts and agent state at a glance.

2. Open Alerts and start with critical ones.

3. Open a certificate in Certificates, set its owner and service and select Save ownership, so every alert
has someone responsible.

4. Select Acknowledge on alerts you have handled.

Operators and administrators do this step. Your role can read the result; ask an operator or
administrator to change data.

CERTYX Q Gotoaview / N~ [ ® Helpforthis view Am lexmorgan

OPERATIONS
CERTIFICATE LIFECYCLE MANAGEMENT

I 85 Overview

Overview
Operations dashboard: see what is expiring, how much of the inventory is healthy and what needs a
decision.
_ Certificates Need attention services Agents online
= A < 8
es in
2 without findings 60% of inventory
T, Import
Expiry horizen Open alerts Certificate health View inventory
Open alerts placed on the renewal window from the active TLS policy. thout
[ ] [ ] ®

Autonomous remediation

Rene < 45 days
6 apl.example.com N
days  Public API/ Platform tea
® No finding ® Need atte

18  shop.example.com
Online shop / E-commerce team ’ 2 3
26 ® Critical alerts ® warning alerts

vpn.example.com

@ Cloud integrations
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8 Planrenewals

Approved by a second person

WHY

Renewals are planned ahead and approved by a second person before anything changes on your servers.

HOW
1. In Certificates, open a certificate that expires soon and select Plan renewal.

2. Open Renewal plans: the plan shows its stages and anything that blocks it, such as a missing
deployment target or agent contact.

3. An administrator selects Approve plan, which requests an execution job; a second administrator selects
Approve job as second person.

4. With a connected agent, a deployment target and a configured certificate authority, the Execution
queue renews, deploys and verifies the certificate.

Operators and administrators do this step. Your role can read the result; ask an operator or
administrator to change data.

N~ 8 ® Helpforthis view ) alaxmorgan

Q Gotoaview

CERTIFICATE LIFECYCLE MANAGEMENT

Renewal plans
Plan the renewal of a specific certificate, see what blocks it and start it through the execution pipeline.
Certificates

© TLS discovery Online shop - E-commerce team

\ TLS health ® Blocked Policy v2  Created 01/11/2026
. 1. Generate key and CSR at destination

2 Alerts

2. Issue through authorized CA

+ Alanalyst 3. Validate certificate and configuration

1, Import 4. Deploy with connector capability checks

5. Verify endpoints independently
Renewal readiness

Renewal plans
Execution blockers:

=, Execution queue + No enabled execution target covers exactly the certificate’s DNS names. Add one in
Execution.
#* Autonomous remediation
Cancel plan
nternal PKI
stomation
ertificates
6( CERTYX Certificate lifecycle management @ Produ

L © 2026 CERTYX @ Security o

d destinations

A- Agent health

Cloud integrations
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9 Send events to your SIEM

Sized for your licence

WHY

Your security team sees every sign-in, change and failure in Splunk, QRadar, Sentinel, Elastic or any other
SIEM, and you decide how large each event is, so the SIEM licence is not wasted.

HOW

1. Open SIEM export and enter a name and an identifier for the destination.

2. Choose the transport of your SIEM, for example Splunk HTTP Event Collector, and enter its address and
token.

3. Under Shape and size choose Balanced or Economical; Preview test event shows how many bytes each
event saves.

4. Save, then Check connection and Send test event.

Administrators do this step. If you are not an administrator, ask yours.

CERTYX Q Gotoaview. / N+ O @ Helpforthis view Q) olocmorgan
AS geminea (snake_case of Fascaisase) v 150 8601 -

seconds or in seconds with three

=, Execution queue

Guide

# Autonomous remediation

» Field mapping (rename, drop, keep, add fields)
@ |Internal PKI

omation 4 Delivery

r the destination is active

certificates

» Delivery policy (server defaults unless changed)

destinations Export to this destination

gent health

form, as fill

at and enc

& Cloud integ

% Trustgraph Preview test event

Coj
2. Notification groups ik
{"time":1793549584.506, "host": "dev- Lenovo" , "source": "certyx:security-journal”, "sourcetype”: "certyx:event”, "event":{"sche
2 SIEM export ma_version”:"certyx.event/1.8","event_id":"b3ala650-6cb6-43e9-932b-6clee7f615ee”, "event_code”: " INTEGRATION-001", "categor
P y":"integration","action":"siem.test", "outcome":"success","outcome_original®:"business", "severity":3,"severity label":"1
", "message”:"siem.test by siem-test","timestamp”:"2026-11-81T16:13:064.506Z","observed timestamp”:"
"export_timestamp”:"2026-11-01T16:13:084.5062", "application"”:"CERTYX CLM","hostname” :"dev-lenovo
rganization_id" 8c91-b631-4318-8755-2de3791e2071", "organization_| "organization","user_id
},"fields":{"event_id":"b3ala650-6ch6-4329-932b-6clee7f615ee", "event_code” :"INTEGRATION-801","

Save destination New destination

7 Audit trail
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10 Take CERTYX with you

Authorize phones for your team

WHY

Alerts and approvals on the phone, only on devices your administrator authorized.

HOW
1. In Access & security, go to Mobile devices.

2. Choose the user and select Generate activation code; your session must be signed in with MFA.

3. The user installs CERTYX from your organization's app store, scans the QR code or enters the code,
and signs in with their account and MFA or with company sign-in.

4. Select Revoke access for a lost device; the app on it stops working immediately.

Administrators do this step. If you are not an administrator, ask yours.

CERTYX Q Gotoaview. / EN = D ® Heipforthis view i) oloxmorgan

Mobile devices Active: 0

=, Execution queue

bus remediation

User Device label (optional)
Any user of the organization -
Choose a user to allow only that person to sign in on the device.

Generate activation code

Activation code

Copy

Valid until 01/11/2026, 17:28:11

1. Install CERTYX from your organization's app store.
2. Open the app and scan this QR code, or enter the code.
3. Sign in with the user's account; the app asks for the MFA code when MFA is enabled for the account.

The code works once and is not shown again.
Done
Codes waiting for a device
Label User Expires Actlons
On-call phone Any user of the organization 01/11/2026, 17:28:11 Cancel code
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